
 

Indian Journal of Law 

Vol.1  |  Issue 1  |  Nov – Dec 2023 

Peer Reviewed & Refereed  

35 
  

© 2023  

Published by Shodh Sagar. This is an open access article distributed under the terms of the Creative Commons Attribution License 
https://creativecommons.org/licenses/by/4.0/unported [CC BY 4.0], which permits unrestricted use, distribution, and reproduction in any medium, 

provided the original author and source are credited. 

 

 

Cybercrime and Legal Responses in the Indian Jurisdiction 

 

Kavita Rani                Published:  Nov 10, 2023 

Email: Rani4567@gmail.com 

 

How to Cite this article: 

Rani, K. (2023). Cybercrime and Legal Responses in the Indian Jurisdiction. Indian Journal of Law, 1(1), 

35-41.  

https:// doi.org/10.36676/law.2023-v1i1-05 

 

Abstract: 

This paper investigates the landscape of cybercrime within the Indian jurisdiction, exploring the nature and 

scope of cybercrimes prevalent in the country. The study examines the legal framework established by the 

Indian government to combat these cyber threats, including the Information Technology Act, 2000, and 

relevant amendments. The paper also highlights the challenges and shortcomings faced in prosecuting 

cybercrimes and presents recent high-profile cases as illustrative examples. Additionally, it provides 

recommendations for future directions to enhance India's response to cybercrime, including strengthening 

the legal framework, improving cyber forensic capabilities, promoting cybersecurity awareness, fostering 

international cooperation, and encouraging public-private partnerships. Ultimately, this paper contributes 

to a comprehensive understanding of the evolving cybercrime landscape in India and the legal mechanisms 

in place to counter it. 
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Introduction 

The digital age has brought unprecedented connectivity and convenience to our lives, but it also presents 

significant challenges, including cybercrime. India has experienced an unprecedented surge in cybercrimes, 

ranging from financial frauds and data breaches to cyberbullying, online harassment, and cyber terrorism. 

These crimes pose severe threats to individuals' privacy, financial security, and mental well-being, 
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endangering national security. To combat this growing threat, India has enacted a multifaceted legal 

framework, including the Information Technology Act, 2000, Indian Penal Code (IPC), and other relevant 

laws and regulations. Challenges in prosecuting cybercrimes within the Indian jurisdiction include the 

complex nature of cybercriminals, the need for international cooperation and extradition agreements, and 

the lack of adequate cyber forensic capabilities within law enforcement agencies. Low conviction rates in 

cybercrime cases raise questions about the legal system's ability to deter cybercriminals effectively. To 

enhance India's response to cybercrime, the paper proposes a multifaceted approach, including 

strengthening the existing legal framework, adapting it to meet evolving threats, and enhancing cyber 

forensic capabilities within law enforcement agencies. It also emphasizes the importance of promoting 

cybersecurity awareness among individuals and organizations, fostering international cooperation through 

agreements and collaborations, and public-private partnerships as a key avenue for bolstering cybersecurity 

measures and improving incident response. 

 

Indian Jurisdiction 

The jurisdiction of cybercrimes in India, a rapidly expanding domain within the digital landscape, is a 

complex and dynamic arena that necessitates a nuanced understanding. As the country embraces digital 

technologies and connectivity at an unprecedented pace, the reach of cyberspace extends far and wide. 

However, this surge in digital activity also brings forth a host of challenges in terms of legal authority and 

enforcement. Indian jurisdiction over cybercrimes is primarily governed by the Information Technology 

Act, 2000, and its subsequent amendments. This legal framework delineates various offenses related to 

cybercrimes, from unauthorized access and data breaches to online harassment and financial frauds. Yet, 

the borderless nature of the internet often blurs the lines of jurisdiction, posing significant  hurdles  in  

pursuing  cybercriminals  who  can  operate  from  anywhere  in  the  world. 

 Consequently, the pursuit of justice in cybercrime cases demands a delicate balance between upholding 

individual rights, securing digital infrastructure, and fostering international cooperation. It also necessitates 

the continuous adaptation of laws and practices to stay ahead of evolving cyber threats, making the 

jurisdiction of cybercrimes an intricate and evolving facet of India's legal landscape. 

 

Legal Responses 

Legal responses to cybercrimes within the Indian jurisdiction are characterized by a dynamic and 

multifaceted framework designed to address the evolving challenges posed by the digital age. At its core 
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lies the Information Technology Act, 2000, a pivotal legislation that seeks to regulate electronic 

transactions, secure digital communication, and combat cybercrimes. Through its various amendments, 

notably the Information Technology (Amendment) Acts of 2008 and 2013, the Act has been adapted to 

address emerging threats, encompassing offenses related to data breaches, cyberterrorism, online 

harassment, and financial frauds. In conjunction with provisions within the Indian Penal Code, these legal 

mechanisms provide the foundation for prosecuting cybercriminals and protecting the digital rights of 

individuals and entities. Moreover, the Indian Evidence Act, 1872, plays a crucial role by establishing the 

admissibility of electronic evidence in court, facilitating the collection and presentation of digital proof. 

Furthermore, the introduction of the Aadhar Act, 2016, aims to govern the collection and use of biometric 

and demographic data, highlighting the growing recognition of the importance of data protection and 

privacy. These legislative measures are further supplemented by India's engagement in international 

cybersecurity agreements, fostering cooperation in investigating cross-border cybercrimes. However, 

challenges persist, including jurisdictional complexities, the rapid evolution of technology, and the need to 

enhance cyber forensic capabilities. Thus, while the legal responses in India form a robust foundation, it 

remains imperative to adapt and fortify this framework continuously, promoting a secure digital 

environment while upholding individual liberties in an ever-changing digital landscape. 

 

Review of Literature 

(Iqbal & Beigh, n.d.) studied “Cybercrime in India: Trends and Challenges” and said that Increased 

vulnerability to cybercrime has been linked to the rapid development of the information society, especially 

in India. Cybercriminals are not limited to any one country because of the global nature of the Internet. 

India has signed bilateral agreements with Russia and the United States to combat cybercrime, but these 

pacts are limited in scope and effectiveness. India needs a global agreement to combat cybercrime that will 

harmonise its laws, establish a consistent criminal policy, and promote international cooperation. The 

Council of Europe's Budapest Convention on Cybercrime, a global multilateral pact, might be useful to 

India. Ratifying the Budapest Convention would put India in good company with the United States and 

Israel, two countries with whom it has bilateral agreements. (Kumar & Rani, n.d.) studied “Computer crime 

IT laws in Ireland and India” and said that Data breaches, including unauthorised access, modification, and 

denial of service, are on the increase in the cyber world. It shows up as anything from hacking to phishing 

to phishing. Regulatory organisations are creating new jargon to safeguard cyber security. This research 

looks at how mandatory information technology laws in India and Ireland affect the investigation of 
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cybercrimes. Knowledge of these rules and their effects is crucial for conducting expert digital forensics 

investigations. 

(Biswas, 2011) studied “Data and information theft in e-commerce, jurisdictional challenges, related issues 

and response of Indian laws” and said that Due to the widespread use of electronic transactions in place of 

its paper predecessors, data and information have rapidly grown in importance to all sectors of society. Data 

and information security are issues that arise when government agencies engage in electronic commerce. 

As businesses look for centralised and cheaper ways to handle information, outsourcing to India is 

becoming more common. Data theft is a major problem in the contemporary world because of the 

widespread use of new communication and networking technologies. New legal structures are needed to 

address these social issues. 

(Debbarma, 2023) studied “The Legal Framework And Challenges In Prosecuting Cybercrimes Including 

Hacking, Identity Theft, And Online Fraud” and said that A new kind of criminal activity, cybercrimes, has 

emerged as a direct result of the rapid development of technology and the pervasive use of the internet. 

(Singh, 2023) studied “the evolution of metaverse and cyberspace regulation vis-a-vis indian and 

international legal issues” and said that The Information Technology Act of 2000 and the Personal Data 

Protection Bill of 2019 are two of India's most significant cyber and Metaverse-related legislation. Recent 

case laws, such as "Shreya Singhal v. Union of India" and "Putt swamy v. Union of India," are also 

discussed and analysed in the article. At the end of the study, several potential solutions to the legal 

problems raised by the Metaverse and cyberspace are proposed. 

 

Information Technology Act 

The Information Technology Act, 2000, often referred to as the IT Act, stands as the cornerstone of India's 

legal framework governing electronic transactions, digital communications, and the combat against 

cybercrimes. Enacted to facilitate e-commerce, secure digital signatures, and regulate the burgeoning 

information technology sector, this legislation has evolved to meet the dynamic challenges of the digital 

age. Under the IT Act, key objectives include the recognition of digital signatures and certificates as legally 

valid, the establishment of legal procedures for electronic record-keeping, and the definition of various 

offenses related to cybercrimes. These offenses encompass unauthorized access to computer systems, data 

breaches, cyberterrorism, online harassment, and financial frauds committed within the digital realm. The 

IT Act's provisions also outline penalties for these offenses, ranging from fines to imprisonment, depending 

on the severity of the crime. Furthermore, the Act acknowledges the significance of digital signatures and 
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certificates in ensuring the security and authenticity of electronic transactions, providing a legal framework 

for their use. While the IT Act has been instrumental in addressing many aspects of cybercrimes, its 

amendments, such as the Information Technology (Amendment) Acts of 2008 and 2013, have been 

introduced to keep pace with emerging cyber threats. These amendments expanded the scope of the Act, 

introducing provisions to tackle new challenges, including cyberterrorism and online harassment, while 

imposing stricter penalties for data breaches. In essence, the Information Technology Act, 2000, and its 

subsequent amendments provide a foundational framework for the legal responses to cybercrimes within 

the Indian jurisdiction, reflecting the nation's commitment to fostering a secure digital environment and 

promoting electronic governance while upholding the rights and protections of individuals and entities in 

an increasingly interconnected world. 

 

Indian Penal Code (IPC) 

The Indian Penal Code (IPC) is a foundational legal document that forms the bedrock of India's criminal 

justice system. Enacted in 1860, during British colonial rule, the IPC has continued to serve as a 

comprehensive and evolving repository of criminal laws and provisions in independent India. With 511 

sections spanning a wide array of criminal offenses, the IPC defines and categorizes crimes, outlines the 

penalties for each offense, and delineates the legal procedures for their prosecution. While the IPC covers 

a broad spectrum of criminal activities, its relevance in the digital age is particularly significant, as it 

includes sections related to offenses that intersect with the cyber domain, such as cheating, fraud, 

defamation, and forgery. These provisions work in conjunction with the Information Technology Act, 2000, 

to address cybercrimes, providing a legal framework for prosecuting cybercriminals and protecting 

individuals' rights in the digital realm. The IPC's enduring legacy lies in its ability to adapt to the changing 

landscape of criminal activities, and its continued relevance underscores its pivotal role in shaping India's 

legal responses to contemporary challenges, including cybercrimes. 

 

Future Directions and Recommendations 

In charting the future directions and recommendations for combating cybercrimes in India, a comprehensive 

and multifaceted approach is essential. First and foremost, strengthening the legal framework is paramount. 

This entails continuous updates and amendments to the Information Technology Act, 2000, and the 

enactment of comprehensive data protection legislation. Additionally, enhancing cyber forensic capabilities 

within law enforcement agencies is imperative to improve the investigation and prosecution of 
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cybercriminals. Cybersecurity awareness and education must be prioritized across all sectors of society, 

fostering a culture of digital hygiene and vigilance. International cooperation through bilateral and 

multilateral agreements is crucial to combat transnational cybercrimes effectively. Furthermore, fostering 

public-private partnerships can harness the collective efforts of government, industry, and civil society to 

fortify India's defenses against cyber threats. By addressing these facets comprehensively, India can take 

significant strides towards a safer and more resilient digital future, better equipped to protect its citizens, 

businesses, and national security in an increasingly interconnected world. 

 

Recent High-Profile Cybercrime Cases in India 

In recent years, India has witnessed a surge in high-profile cybercrime cases that have not only captured 

national attention but also highlighted the evolving nature and scale of digital threats within the country. 

One notable case is the Punjab National Bank (PNB) Fraud, which came to light in 2018, involving the 

issuance of fraudulent Letters of Undertaking (LoUs) that led to a massive default and financial fraud. 

Another prominent incident was the Cambridge Analytica Data Scandal in 2018, which revealed the 

unauthorized harvesting of personal data from millions of Facebook users for political profiling and 

targeting. Additionally, concerns regarding data privacy and security were heightened by Aadhar data 

breaches, raising questions about the safeguarding of sensitive information. Furthermore, the MobiKwik 

Data Breach in 2021 exposed over 100 million user records, while a Twitter Bitcoin Scam in 2020 targeted 

high-profile accounts to promote cryptocurrency fraud. Amid the COVID-19 pandemic, cybercriminals 

launched phishing attacks impersonating government agencies to exploit relief measures, while law 

enforcement actively pursued cases of online child exploitation. These high- profile cases underscore the 

urgent need for a robust legal framework, enhanced cybersecurity measures, and international cooperation 

to combat the complex and ever-evolving landscape of cybercrimes in India. 

 

Conclusion 

Recent cybercrime cases in India highlight the challenges posed by the digital age, emphasizing the 

importance of cybersecurity, data protection, and robust legal responses. These cases highlight the evolving 

tactics and reach of cybercriminals, vulnerabilities in digital infrastructure, and the urgent need for 

comprehensive legal, technological, and educational countermeasures. The PNB Fraud Case exposed the 

capacity of cybercriminals to exploit weaknesses within the financial sector, resulting in substantial 

economic repercussions and damage to the nation's financial reputation. The Cambridge Analytica Data 
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Scandal raised concerns about data privacy and the misuse of personal information for political gain, 

prompting a reevaluation of data protection laws in India. The Aadhar data breaches highlighted the need 

to safeguard sensitive personal data and led to amendments aimed at enhancing data protection. The Mobi 

Kwik Data Breach and Twitter Bitcoin Scam demonstrated the threat to digital platforms and the potential 

for massive data compromises and financial frauds. The COVID-19 relief measures exemplified 

cybercriminals' opportunistic nature, exploiting vulnerabilities during times of crisis. To navigate the 

complex and ever-changing landscape of cybercrimes, India must focus on several critical fronts, including 

strengthening the legal framework through regular updates to the Information Technology Act, 2000, 

enhancing cyber forensic capabilities within law enforcement agencies, and nurturing public-private 

partnerships to leverage the collective efforts of government, industry, and civil society. International 

cooperation through bilateral and multilateral agreements is critical in combating transnational 

cybercriminals. 
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